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Definition: The set ܪ with the operation օ is called a group if

 If ܽ, ܾ	 ∈ then ܽօܾ ,ܪ ∈ ܪ (Closure).

 ܽօܾ օܿ	 ൌ 	ܽօሺܾօܿሻ, for all ܽ, ܾ, ܿ	 ∈ ܪ (Associative).

 There exists an identity element in the set ܪ. For all ܽ ∈ օܽ݁ ,ܪ ൌ ܽօ݁ ൌ ܽ
(Existence of Identity).

 Every element of the set ܪ have invers in the set ࡴ. For all ܽ ∈  there ,ܪ
exists an element ܽିଵ in the set H that ܽօܽିଵ ൌ ܽିଵօܽ ൌ ݁ (Existence of 
Inverse).
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Example: The set of residue integers with the addition operator ሺԺ,ሻ
is a commutative group.  

The set Ժ∗ with the multiplication operator ሺԺ∗ ,ൈሻ is an abelian group.

Example: Let us define a set ܩ ൌ൏ ܽ, ܾ, ܿ, ݀ , •  and the operation as 
shown in the Table

Example:ሺԺ, ൈሻ is a not group.

Example: ሺԺ,െሻ is not a group.
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Definition: Let ሺܴ,ሻ be a group. The subset ܵ of ܴ is called a 
subgroup of ܴ. if and only if:

 ܽ ∈ ܵ and ܾ ∈ ܵ → ܽ  ܾ belong to ܵ.
 ܽ ∈ ܵ	 → െܽ ∈ ܵ.

Example: Is the group ܪ ൌ൏ Ժଵ, a subgroup of the group ܩ ൌ൏
Ժଵଶ, ?

Definition: A group ܩ which contains elements ߙ with maximum 
order ݀ݎሺߙሻ 	ൌ 	  .is said to be cyclic	|ܩ|
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Definition: The order of an element ܽ ∈  denoted by ,ܩ	
݊ ሺܽሻ, is the smallest positive integer݀ݎ such that 

ܽօܽօ… օܽ	 ൌ 	ܽ 	ൌ 	݁.

Definition: A group ሺܩ, օሻ	is finite if it has a finite number of  
elements, We denote the cardinality of ܩ by |ܩ|.

Elements with maximum order are called generators or 
primitive elements.

Preliminary Definition



In other word, the group ܩ is said to be cyclic if there exists an 
element ݃	 ∈ .st ,ܩ	 every element of ܩ can be written as ݃ for 
some integer ݉.

The elements in the group are enumerated as 

݃, ݃ଵ,⋯ , ݃, ݃ାଵ,⋯ . 

The convention is ݃ି ൌ ሺ݃ିଵሻ, and ݃ ൌ 1. 
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Consider the group ܩ ൌ ሺԺ∗,ൈଵଵሻ, 
G= {1, 2, 3, 4, 5, 6, 7, 8, 9, 10}= 10,
ߙ ൌ 2	is a generator of ܩ.

൏ 2 	ൌ ܩ
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Every group ܩ	of a prime order  is cyclic. Every element ݃ of ܩ, 
except the identity is its generator.

If  is prime, then Ժ∗ is cyclic.

An element ߙ	having order 	 െ 	1	is called a primitive element 
modulo .

Observe that ߙ is a primitive element if and only if
ߙ 0  ݅   െ 2 ൌ Ժ∗ .
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Theorem (Lagrange): Suppose ܩ is a multiplicative group of order 
݊, and    ݃ ∈ ݃ Then the order of .ܩ divides ݊.

Theorem (Lagrange): Suppose ܩ is a multiplicative group of order 
݊, and    

• ܪ is a subgroup of ܩ. Then |ܪ| divides |ܩ|.

• For all ܽ	in Ժ∗,ܽఝሺሻ ൌ 1

• Why is this true? because Ժ∗ is a group and ߮ሺ݊ሻ	is its size…
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Theorem (Fermat): If  is prime and a is an integer not divisible 
by , then

ܽିଵ		1	ሺ݉݀	ሻ

Furthermore, for every integer a we have

ܽ	ܽ	ሺ݉݀	ሻ
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	࢟	 ൌ 	࢞	  	࢞	ࢇ	  ࢈	

An Elliptic Curve is a curve given by an equation

Consider the set ܧ of solution ሺݔ, ሻݕ to the equation 

Our aim is to construct an operation on E such that (E,օ) be a 
group.

To do this we consider a non-singular Elliptic curve.

	ࡱ ൌ 	 ሼ	ሺ࢞, ሻ࢟ ∶ 	࢟	 ൌ 	࢞	  	࢞ࢇ  ሽ	࢈
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Singular Elliptic Curve
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y2 = x3‐5x+8
Elliptic Curves
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E : Y2 = X3 – 9X
Elliptic Curves
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Adding Points P + Q on E

P

Q

P+Q

R
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Doubling a Point P on E

P

2*P

RTangent Line to E at P
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Vertical Lines and an Extra Point at Infinity

Vertical lines have no third 
intersection point

Q

Add an extra point O “at infinity.”
The point O lies on every vertical line.

O

P

Q = –P
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Adding Points P + Q on E

192/1/2021



‐2 1 2 3‐1‐3

‐2

2
P

Q

(x3,y΄3)

P+Q

Adding Points P + Q on E

(x3,y3)
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Let P=(x1,y1) , Q=(x2,y2) єE so P+Q=(x3,y3)

Adding Points P + Q on E
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Let P=(x1,y1) , Q=(x2,y2) єE so     P+Q=(x3,y3)
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Adding Points P + P on E
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Group Operation +

The point of infinity, O, will be the identity
Element given    P,QЄ E ; P=(x1,y1) , Q=(x2,y2) 

 P+ O = O +P
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Properties of “Addition” on E

Theorem: The addition law on E has the following 
properties:

a) P + O = O + P = P for all P  E.

b) P + (–P) = O for all P  E.

c) (P + Q) + R = P + (Q + R) for all P,Q,R  E.

d) P + Q = Q + P for all P,Q  E.

242/1/2021



A ring ࡾ is a set of elements with two binary operations ሺࡾ,, ൈሻ, 
such that for all ܽ, ܾ, ܿ	 ∈ ܴ the following are satisfied:

 ܴ is an abelian group under addition.

 The closure property of ܴ is satisfied under multiplication.

 The associativity property of R is satisfied under multiplication.

 There exists a multiplicative identity element denoted by  such that 
for every ࢇ ∈ ,ࡾ ࢇ ൈ  ൌ  ൈ ࢇ ൌ ࢇ

 For all ࢇ, ,࢈ 	ࢉ ∈ ࢇ	ࡾ ൈ ࢈  ࢉ ൌ ࢇ ൈ ࢈  ࢉ ൌ ࢇ ൈ ࢈  ࢇ ൈ ࢉ
(Distributive Law).
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Definition of a ring
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A field F is a commutative ring which satisfies the following 
properties

 Multiplicative inverse: For every element ܽ ∈ ܨ except 0, there 
exists a unique element ܽିଵsuch that ܉ ൈ ି܉ ൌ ି܉ ൈ ܉ ൌ . ି܉
is called the multiplicative inverse of the element ܽ.

 No zero divisors: If ܽ, ܾ ∈ ܨ and ܉ ൈ ܊ ൌ , then either ܉ ൌ  or 
܊ ൌ .

 Example: The residue class Ժ is a field if and only if ݊ is prime.
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Definition of a Field
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Let ܴ be a commutative ring, with unit element 1. 

A polynomial in the variable ݔ ∈ ܴ, is 

݂ ݔ ൌ ∑ ܽݔ
ୀଵ 								where					 ܽ, ܽଵ, … , ܽ ∈ ܴ

If the leading coefficient of the polynomial ݂, denoted by ܽ is nonzero, 
then the degree of the polynomial is said to be ݊. 

If for a particular value of the variable,  ݎ ∈ ܴ: i.e. ݂ ݎ ൌ 0, 
Then ݎ is called a root or zero of ݂.
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Consider two polynomials ݂ ݔ ൌ ∑ ܽݔ
ୀ and g ݔ ൌ ∑ ܾݔ

ୀ , ݊  ݉.

݂  ݃ ݔ ൌሺܾܽሻݔ


ୀଵ

  ܽݔ


ୀାଵ

,

݂. ݃ ݔ ൌ  ܿݔ
ା

ୀ

, ܿ ൌሺܾܽିሻݔ


ୀ

Let ܴ be a commutative ring. The set of all polynomials over ܴ in the 
variable ݔ is denoted by ܴሾݔሿ. Then (ܴ ݔ ,, . ሻ is a ring.
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Example: Consider the ring ܴ ൌ Ժ,,ൈ

ଵ݂ ݔ ൌ ଶݔ3  ݔ4  4
ଶ݂ ݔ ൌ ݔ4  ଶݔ3  ݔ3  1

ࢌ ࢞  ࢌ ࢞ ൌ
ݔ4  ଶݔ6  ݔ7  5 ൌ

ݔ4  0  ݔ  5 ൌ ݔ4  ݔ  5

݃ଵ ݔ ൌ ݔ5  3, ݃ଶ ݔ ൌ ݔ  2	

ࢍ ࢞ . ࢍ ࢞ ൌ
ଶݔ5  ݔ10  ݔ3  6 ൌ ଶݔ5  ݔ13  6 ൌ ଶݔ5  ݔ
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Theorem: Let ݂ ݔ , ݃ ݔ ∈ ܴ ݔ , ݃ሺݔሻ ് 0. Then there are 
uniquely determined polynomials ݍ ݔ , ݎ ݔ ∈ ܴሾݔሿ, with ݂ ݔ ൌ
ݍ ݔ ݃ ݔ  ሻݔሺݎ and ݎ ݔ ൌ 0 or deg ݎ ݔ ൏ deg ݃ሺݔሻ.

The polynomials ݍሺݔሻ and ݎሺݔሻ are referred to as the quotient
and remainder polynomials.
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ହݔ3  ଷݔ2  ݔ  1 ଷݔ  1

ହݔ3  ଶݔ3 ଶ2ݔ3

ଷݔ2  ଶݔ2  ݔ  1
ଷݔ2  2

ଶݔ2  ݔ  4

Example:
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Question 
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